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Ladies and Gentlemen:

In respoose to the Federal Communications Commission's request for public comment on the above
refenonced issue, Flex COmnllDlications, Inc. respectfuUy submits these comments. As a· regional loo.g
distance carrier we deal with the problem oftoll fraud on a daily basis. We agree with the conunissioo that
strcog measures must be taken to control this serious problem. These comments sball first address several
ofthe FCC's proposed rules and then provide our suggestions that we hope shall be helpful to this cause.

Flex Communications agrees with the FCC that IXC's tariff language should warn users ofthe risks of toll
fraud. We further agree that IXCs must have the affinnative duty to effectively warn users via bill inserts,
annual notices, and other methods.

The FCC has asked for comment 00 whether it should apportion the costs of CPE-based toll fraud on the
basis of whether carriers, CPE owners, equipment manu&c.turers, or others were in the best position to
avoid, detect, warn of, or cmtrol the fraud and of how said respoosibilities should be delineated. Flex
Communications feels stroogly that this is a flawed approach. CPE-based toll fraud exists because the
vendors that sell the equipment do not make the user aware of how features of the equipment may be
utilized to commit toll fraud. It must be the sole responsibility of these vendors to explain to the user how
DISA, maintenance ports, ACD's, etc. can be "hacked". It is unreasonable to subject IXCs to liability for
not detecting toll fraud caused by these vendors fAilure to properly disclose the risks that are built into their
products. The vast majority of toll fraud cases we have deak with have been the resuk of 1Dlprotected
features ofthe PBX or ACD. In almost all cases, the user was not even aware that the features existed in
their equipment. In short, the equipment vendors do not properly disclose the existence of features which
can permit outdialing nor do they explain the risks ofmaintenance ports and ofusing default passcodes.

The FCC has asked for commmts on whether the tailure of an IXC to offer services to limit a userfs toll
fraud exposure is an UI1Ie8SOI1able practice and whether IXCs should be required to offer certain levels of
toll proteetioo. Flex Communications strongly disagrees with this proposal. It is unreasonable to pJace the
burden ofcontrolling toll fraud on the IXC. The tIUth ofthe entire issue oftoll ftaud is that it is caused by
the user and by the equipment manut8cturers and V\'Ildors. As mentioned in the preceding paragraph, it is
the capabilities of the equipment that create the opportunity for fraud to be committed. Manufacturers
design and build equipment with advanced capabilities to access the equipment from the outside (OISA,
maintenance ports, etc.) and yet make no effort to build in safeguards to prevent abuse. The vendors who
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sell to the user know the risks and yet make no effort to warn the user or even explain all of these access
possibilities. They take no steps to assure that the default passcodes are changed by the user upon
installation. The End users as a whole have, inexplicably, made little effort to safeguard their systems from
abuse. Ifall users programmed their PBX's not to allow calling to the 809 area code, how much toll fraud
would there be? Keeping mainteoaoce ports deactivated until they are needed would prtMllt hackers from
dialing in and activating features such as DISA. Routinely cMlging passcodes and requiring passcodes to
place international calls would also deal a serious blow to the toll fraud industry. Instead ofrequiring IXCs
to incur ccosiderable cost to u.lemrnt detection schemes, we sugest requiring the IXCs to disclose their
toll fraud detection schemes as part of the language of their service cmtra<:ts. This would eq>oWef the
user with necessary infurrnat:ioo with which to choose a carner should he wish to base his decisioo in part
upon the IXC's ability to detect fraud.

In addition to comments on the above FCC proposed rules, we offer the following analysis to aid in the
establishment ofan effective FCC toll fraud policy.

RESPONSIBILITY

The proposed FCC rules give the strang indication that the present course of action is to lessen the users
responsibility for toll fraud. We at Flex Conummications euf'Mhi~ with the plight of toll fraud victims.
We have seen viable businesses devastated by its effects. The filet remains, however, that the only
opportunity to PREVENT toll fraud is m the customer pnmile. If the hacker cannot get mto the users
lines, the user will newr be liable. The opportunity to get <lIItO these lines is provided by the user and the
user's equipment. Theretbre, the equipment: mMlufactunrs aod U88fS must incur the liability. Only then
will the equipll1Ellt manufacturers and wndors begin to pRJf.-ly design and install equipmeRt and warn the
users of the inhenm risks. Only then will the users take the necessary steps to safeguard their systems.
The toll fraud industry saps billioos of dollars from our lYItion's legitimate business eccnomy. Sharing the
liability for this loss is not the answer. Detecting and therefore limiting the cost is not the answer.
Prevention and punisbmEllt are the only answers.

LmGATION

Flex Communicaticns strelII8lY feels that any rules which resuJt in a shared liability for CPE-based toll
fraud shall increase rather that dec... the overall COIl of toll ftaud. This is because it is inevitable that
even those users who are solely liable for instances of fraud will, in many cases, choose to contAiIst the
matter in the hope that the IXCs and other parties will otk a IIttIement rather than engage in a protracted
and complex evidentiary pfC'lCA'!'ding, The huge volume of litiption that will result shall place a fiivolous
strain m our legal system. The flood of litiptim whidl will inevitably result shall increase costs to the
IXCs and will no doubt be seen in higher rates to end users. Even more disturbing is that there is no doubt
that these rate increases will be passed 00 to thOle who can least afford them; small businesses. High
voJume users will surely not be affected. In additim, small IXCs and reseIlers can surely not afford to
absorb large losses from uncollectible toll fraud bills. It is siqJly not justice to allow a pJaintiffto even
attempt to force liability 00 a party for a loss incurred due to their own negligmce.

PUNISHMENT

One area that must be a major part of any~ to addJess the problem of toJ) fraud is that of
punishment. The owrwheJming rvasan that toll fraud has become a multi-billion dollar industry is that it is
a low risk crime. Evidmce iDdicates that former drug dealers are turning to toll fraud as their occupation
because the profits are high and the risk is Jow. IXCs cannot prosecute offi!llders. Only End users can and
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nonnally do not because the lost work hours are unacceptable, OOIlvietim difficult, and p,misbment is
minimal. We must accept the fiact that the toll mud industty is just that, an industry. An industry that our
system ofjustice is largely responsible for because risk ofoonvicticn is low aod punisbment ror OOIlviction
is minimal. 1hese criminals have abused the privileges of fiwdom to create their own organized crime
culture. They publish magazines and newsletters, they adwrtise "franchise type opportunities", they hold
ccmWlltioRs, give lectures, and maintain conqN.Iter bulletin boenIs and voice mailbox systems to share
''backed" codes and solutions to new proteetioo schemes. Before any meaninsfbl steps can be taken to
prewnt toll fraud, these crimes and the punishments for tIMm must be changed. Ton fraud must NEVER
be a misdemeanor oftinse. Using or maintainini eIectrcmic bulletin boards or voice mail to prcpapte toll
fraud must surely be a felony. It is typical that felony crimes are usually those that harm people. Well, toll
fraud certainly fits the bill. Toll fraud losses are passed ClIl to oonsumers in higher prices ClIl many goods.
Losses due to toll fraud often tbroe firms to initiate COlt Cldtiag measures that usually include lay-offs, and
sometimes include bankruptcy. Re-classifyjng fraud crimes as tWany of&mes is not enough. This must be
combined with establishing D18datory and severe penalties. Courts are far too lEoient in sentencing the
few otTeoders that are oonvicted. Parole boards are much too willing to release these oonviets after serving
mly a fraction oftheir light sentAloces. In short, felony status for fraud crimes and mandatory sentAloces are
essential to deal any significant blow to this growing sub-eulture of crime. It is indeed time that the
punishment fit the crime.

We at Flex Conununications would like to thank the FCC for the opportunity to participate in this eftOrt to
solve the problem oftoll fraud. We hcpe that our iDput is beIptbI to the commission and to our industry.
We are most certainly willing to provide any further assistlllce or testimClIly to assist in this noble
endeavor. Please contact us at any time ifwe may be of further assistance. We wish you all the best of
luck.

Sincerely,

~.~
~~;::- S.Loed

Director ofSales and Marketing
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